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Ejemplo: Redes datos convergentes

S
Red Corporativa X9
e _;1 — ’. anlxauoms de Oficina,
lf Interconexidn de Redes,
Servidores de Datos,
Competadoecs Comtraies de Scporte Almacenamiento
Adminstzativo y Servidores (ERP, MES, #oc ) ?“
¥ &
b Teléfono
Camara G "fi* &’ .5$ |
ontrolador (a@dg\ >
Do | futsion AR i AN
e T S*
l:‘t?faz Hombr)e — - |
ina (HMI T | Moteees, Variadores, wnidad ’
o Bicaadetes > S:m o:
' ¥
D de
L -E % Entiaday Salida
Red Industrial

3 Magquina

Ej. Servicios incorporados

-Telefonia IP
-CCTV/antiintrusion.
-Telepresencia/conf.
-Telemetrias/Scadas.
-Telecomandos.

-Islas de Carga/descarga.

-Sist. Aimacenes.

-Sistemas contra incendio
-Eficiencia Energética -
-Instrumentacion Wireless-Hart.
-RolP/Vhf IP

-Bus de control S.Energia
-Realidad aumentada Industrial.
-OT.(teconologias de operaciones.
-IOT (conexion de las cosas)
-Etc.

Interfaz
Hombre

(HMI)
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Disponibilidad de Red y tiempo no disQonibIe (downtime)
O

Q’O
Alta disponibilidad (High?’aévailability)
S’ O\
Q—Q’%@i\?
. S ~
e 99,9% = 43.8 minuto: %%\@%,76 horas/ano ("tres
nueves") x\@(}c’ffg\
e 99,99% = 4.38 minutos/mes o 52.6 minutos/afio
("cuatro nuevés‘g)

e 99,9999% = 0.44 minutos/mes 0 5.26 minutos/ano
("cinco nueves") -
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Introduccion a SNMP - Utilizado por NMS

\,\)

—

E}Q/’OQ(S\NMP Agent

Managed Node

Q/',? Q
S

<
,y

NS
q Managed Node

SNMP Agent

SNMP Manager

Managed Node

SNMP Agent
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Manager

SNMP Operations

S
<O

get-request o>

Retrieves value of specific MI%Qariable.

o O’b
O
get- nextq_&,K Av >

(

Retrieves nextlnqg}wce %@yrlable Managed
‘(\ 6 Device

®_
> Agent

of a MIB variable.

Contains values of requested variable.

trap

-

Transmits an unsolicited alarm condition.
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\ersiones y seguridad de SNMP
m

SNMPv1

SNMPv2c

SNMPv3

SNMPv3

SNMPv3

noAuthNoPriv

noAuthNoPriv

noAuthNoPriv

authNoPriv

authPriv (requiere
la imagen del
software
criptografico)

Cadena de
comunidad

Cadena de <
comunidad

@Q

Algoritmo de No

sintesis del mensaje

5 (MD5) o algoritmo

hash seguro (SHA)

MD5 o SHA Estandar de

cifrado de datos
(DES) o estandar
de cifrado
avanzado (AES)

Usa una coincidencia
de cadena de
comunidad para la
autenticacion.

Usa una coincidencia
de cadena de
comunidad para la
autenticacion.

Usa una coincidencia de
nombre de usuario

para la autenticacion
(una mejora con
respecto

a SNMPv2c).

Proporciona
autenticaciéon basada
en los algoritmos
HMAC-MD5

o HMAC-SHA.

Proporciona
autenticacion basada
en los algoritmos
HMAC-MD5

o HMAC-SHA.
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Protocoélo de mensajes del sistema (syslog)

Utilizado por NMS.

A’O

Syslog Seg@e[/ 2
N

System Messages
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Syslog Severity Level

Severity Lovel

Emergency
Alert

Critical

Error
Warning
Notification
Informational
Debugging

Level O
Level 1
Level 2
Level 3
Level 4
Level 5
Level 6
Level 7

\%

O
Explanation 6&'
System Unusable Q
Immediate Action Needed Z
Critical Condition 6 X0
N\
Error Condition b@/ 9
Warning Condition Q_® X ¢ v
Normal, but Signiﬁca@(}ong& /\/
Informational Meé%lgé 2 Q Syslog Message Format
- ¢
Debugging Me@ gg\b Q%
0 \
\\’\/ 6’0 Explanation

'\’b 0 \ seq no Stamps log messages with a sequence

(/ @ number only if the service sequence-
7 numbers global configuration command

(OQ is configured.

timestamp Date and time of the message or event,
which appears only if the service
timestamps global configuration
command is configured.

facility The facility to which the message refers.

severity Single-digit code from 0 to 7 that is the
severity of the message.

MNEMONIC Text string that uniquely describes the
message.

description Text string containing detailed
information about the event being
reported.
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Internet Internet

Managed routers with
SNMP and Syslog agents

Managed switch with
SNMP and Syslog agents

: S Gestion de red, (Network
N @cs"mgs P to monitor and Management-“M):
age network devices. NMS
Q%receivea Syslog messages - contl'olal',
from network devices. -
- Planificar,
- Asignar,
- Distribuir,
Managed swich with - Coordinar y supervisar
SNMP and Syslog agents
los recursos de red.

Managed switch with
SNMP and Syslog agents

10
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The Dude @ sitio de descargas

& c # mikrotik.com/download B % = i

Mﬁ?ro'—"k Home  About Buy  Jobs s@ware Software  Support  Training  Account

A0

Soﬂ:wa = Downloads Chanu=l~os Download archive RouterOS The Dude Mobile app

RouterQOS

6.45.9 (Long-term) 6.46.6 (Stable) 6.47beta53 (Testing) 7.0beta5 (Development)

CRE1xx, CR52xx, CRE312-4C+8XG, CRE328-243+20+, DISC, FikerBox, hAP, hAP ac, hAP ac lite, LOF, LHG, RAP mini, mANTBox, mAP, NetBox, NetMetal, PowerBox,

MIPSBE PWR-Line, QRT, RB%xx, SXTsq, chAP, hEX Lie, RB4x:, wAF, BaseBox, DynaDich, RB2011, SXT, OmniTik, Groowe, Metal, Sextant, RBTxx, hEX FoE
Main package =] = =) =

Extra packages =l = ] =

ARM&4 CCR2004

Main package = = = -

Extra packages = o = -

SMIPS hAP mini, AP itz

12
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The Dude

e admin@ (Dude_90211) - WinBox v6.40.8 on x86 (x86) — *
Session  Settings Dashboard

j. Safe Mode | Session: Uptime:/38d 21:24:12 CPU/66% I

Teminal
TTITITITITT KEE
TTIITITITITI KER
IIT 1T IIT EEE EEEK
III IE(KIE( RER (XX) [0 00] 11T III EKEEEE

III REERER 000 000 TTT III FKEK KEEK
III RER 000000 IIT III EEK EKEE

MikroTik Routewééqo

RuterOs - accedido por Winbox

g G({SQS 2018 http://wwWww.mikrotik.com/

<0

/\y‘

N

atlation and re-configuring your router)

U] . ister your license "software ID"
OIL a server www.mikrotik.com

rem:@tal lation "software ID": 3CAS-D127

Please press "Enter" to continue!
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The Dude @ acceso a dude con cliente de Windows

© admin@10.18.9
Preferences Help

HOTSPOT (GONTROL

Server. [10.18.90.20 <

Maode: ¢ plain ® secure ,;S,O m
Port (8291 OV
User Name: Iadmin )\6
Password: || \J
¥ RememberPassword &66 .@
Comment: I 0 .
<
Ly
Comment |®(\ \X)\J ~V
2
YN
NS
RMNORA
(O N
2
&
Client 184 kbps | tx 671 bps getting stuff

14
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SNMP ‘Pﬂlling Agents Syslog Map Chart Report Discover Router0S Misc

Default options for Simple Network
Management Protocol (SNMP)

Default |Snmp RO

O =
DR ENEITET Q°
|[Name |Wer... + |Community |Port  [Notes [ < C,
vi-public 1 public 161 (@)

Snmp Profile 2c public 161

— [—
@ New Snmp Profile z L
NELAY S re d-uin|

Version: © 1  2c ® 3 ( none Cancel
Port: |161 Apply

User Name: |private

it

Motes
Security:  none ( authorize (& private

Copy N
Auth Method:  md5 (@& shal Remiy@) ®)
Profiles: Auth Password: | @
CryptMethod:  des (& aes Q
oS

Crypt Password: | (</

3
Tries: |3 VI e —
3

T
1 3 7 8 14 20 100

3000

Try Timeout: |3{}{}(]' vl —_— . oms

10 18 100 2000

19
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| Preferences || Help |

EIEIPAIES

Contents

Fa
|

1 Charts

£ Devices

Files

£ Functions

£ History Actions

£ Links

7 Log

£ Mib Nodes
i Metwork Maps

i Metworks

E Motifications
H Panels

H Probes

H Root

& Services

H Tools

(7o T —

& Server Configuration Ll

R =

SMNMP  Polling

Service polling defaults

Probe Timeout (LGNS w | |
1s

Probe Down Count: I - I T T
1

Agents Syslog Map Chart Report Discover

Router(! Misc

Motifications that are peformed o service
status changes if net crecifizd on leasr

T T I) \ T T T T T T T T T T T
2z 55 10s 1@ u;@ Zm 5m 10m 15m 30m 1h  2h  3h  6h 12h 1d
O A v
T T ‘A‘I) \\‘ T N v/ T T T T T T T T T
2 3 @ Q’ O E a 10 12 1 18 20 25 S50 100

A\

Motifications:

2

b
fies

v QJQ to events
6 oagto syslog

popup

e LT

T

S 1] = | E— |

T T

]

T e T e TTIT

[ o]

T

Ll

-]

T e TIT

~—

]

e

16



The Dude O activando servicio syslog

Uso Personal

®| | Preferences
..@..@

LR

I & Configuracion del servidor - Server Configuration

SNMP  Poling Agents Syslog |Map Chat Reportt Discover RouterDS Misc

Contents
[ 5 Charts |T|me / |Message | ¥
£ Devices May/18 23:30:48 Dude started Pott: IE'H' 0
% Files May/18 23:31:52 Service WEBPORT Temperatura shelter on WEBPORT MORADO is now down {... ' &
Functions May/18 23:31:58 Service WEBPORT Temperatura shelter on WEBPORT MORADQ is now up ) @ : ]
[ History Actions May/18 23:47-42 Service WEBPORT Temperatura Sala on WEEPORT MORADC is now down ... @ . @
5 Links May/18 23:47:42 Service WEBPORT Temperatura shefter on WEBPORT MORADO is now dowr (... 1% # | |Source Add..|Regexp |Action [ Notfication
=] Log May/18 23:47:43 Service WEBPORT Temperatura Sala on WEBPORT MORADQ is now up () b 1 0.0.00 accept Logto Trap
(] Mib Nodes May/18 23:47:47 Service PING on WEBPORT MORADQ is now down fimeott) 0.0.00 aceept log to syslog
¥ ] Network Maps May/18 23:47:48 Service WEBPORT Temperatura shelter on WEBPORT MORADO is now up () C’ K ,5
[ Metworks May 18 23:47:48 Service PING on WEBPORT MORADO is now up () 6 C>
& Netifications May/18 23:48:17 Service WEBPORT Puerta shefter on WEBPORT MORADO is now down 4 ) Q
] Panels May/18 23:48:18 Service WEBPORT Puerta shetter on WEBPORT MORADQ is now ’b
] Probes May/18 23:48:22 Service WEBPORT Puerta Generador on WEBPORT MORADO is n%'wn ﬂ v/ ?“
£ Root May/18 23:48:23 Service WEBPORT Puerta Generador on WEBPORT MOR. oW Up 4‘/
£ Services 00:03:32 Service WEBPORT Temperatura shelter on WEBPORT MO%&HOW O
= Tools 00:03:36 Service WEBPORT Temperatura shefter on WEBPORT up 0 )

00:03:47 Service WEBPORT Generador encendido (morado) ¢ PORI M
00:03:52 Service WEBPCORT generador Alarmado on WEBF, OH

00:03:56 Service WEBPORT generador Alarmado on WE T M@,

00:04:06 Service WEBPORT Generador encendldo on RT .
08:06:25 Service EATON_ALARM_MAYOR on (2, Lo |5 no U

08:33:12 Service WEBPCORT Puerta Generadg) H ow down ...

08:33:16 Service WEBPORT Puerta Geni WE is now up ()
08:41:25 Service EATON_ALARM_MAY L:%ﬂow d atement 1==0n...
018:45:07 Service WEBPORT Puerta G ador on WEBPORT MORADC is now down ...
08:45:12 Service WEBPORT Ba] on baterla on WEBPORT MORADO is now down ...
08:45:13 Service WEBPOR eradcr on WEBPORT MORADO is now up ()
08:45:13 Service WEBPCR tensian bateria on WEBPORT MORADC iz now up )
08:58:59 Service EATON_ALARM_MAYOR on C° Lopez is now up )

10:059:07 Service WEBPORT Generador encendido {morado) on WEBPORT MORADO is ...
10:09:08 Service WEBPORT Generador encendido (morada) on WEBPORT MORADO is ...
10:20:05 Service EATON_ALARM_MENOR on C* Lopez is now up ()

10:23:12 Service WEBPORT generador Alamado on WEBPORT MORADO is now down ...
10:23:13 Service WEBPORT generador Alamado on WEBPORT MORADO is now up ()
10:24:17 Service PING on WEBPORT MORADQ iz now down fimeout)

10:24:20 Service PING on WEBPORT MORADC is now up {)

10:40:07 Service PING on WEBPORT MORADQ iz now down fimeout)

10:40:07 Service WEBPORT Puerta shelter on WEBPORT MORADO is now down ftimeout)
10:40:10 Service PING on WEBPORT MORADQ ig now up ()

'H] 40: 11 Senrlce WEEF’OHT F‘uerta shetter on WEEF’OHT MORADQ is now |.|p 0

Client: < 88.4 kbps /tx 251 bps

2-0d
|Senrer m 0 bps /tx Dbps

MM DR an ian now_rdnwn ot at [} nint
connected

e ]

O X
[ concel |

Cancel

Apply

Rules:

17
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The Dude @ seteos opciones de mapas

D | Preferences Jl :ie!p J

NEERE Semngs 'O server c(,nfg.,,at,o,,—u -

Contents
B Charts SNMP Polling Agents Syslog Map }Chart Report Discover RouterQ&HMi
Devi
E ngs'ces ;hes;ari the defr‘::;‘!g vhalues for :gtﬁngs
= r network maps. which are used in case
£ Historv Actions they are not overriden in map or maps Apply
£ Links items specific settings
L7 Loa
B Mib Nodes Background: | D |
g memmt Maps W Antialiased Geometry 6 (J\
etworks
B9 Notifications V' Gradients @ ®Q
# % Panels s XU A ?\
Probes Label Refresh Interval: 0:00:10 vl AN
g goot' SEEE 15 9\ 55 100 3'00 Vin  10m  30m 2h 3h 6h 12h 1d
ervices
B Tools ~w- Device Appearance A (N }\’(’} :Q
~w- Network Appearance O OO

~4- Submap Appearance 2N
All Unknown: i

AllY

Some Parﬁally%@:

Some Compl own:
Some wledged:

vInsert Variable

[NetMap .Name] PN
Label: [NetMap.DevicesCount] / [NetMap.DevicesPartiallyDownCount] /
[NetMap.DevicesDownCount]

vInsert Variable

Network Map [NetMap.Name]

Up: [NetMap.DevicesUp]

Partially down: [NetMap.DevicesPartiallyDown]
T Down: [NetMap.DevicesDown]

Acked: [NetMap.DevicesAcked]

Tooltip:

MK

]
1

- = Shape: | 0 oval

|
= : - | Bitstream Vera Sans =l =]In [B][7][x] el

Font

18




The Dude @ seteo de autodescubrimiento

SNMP  Polling Agents Syslog Map Chart Report Discover |Rc—uter08 Misc

These are the default values for device

discovery which are going to be used for
new discoveries

Uso Personal

Black List | > ]|
Name Preference: |DNS, SNMP, NETBIOS, IP A4 |
Mode: (® fast(scanby ping) ( reliable (scan each service) 66
- -0
Recursive Hops: [I  ~] £ ; : ; : —— 09 T : ; : ; ; ; ; ;
0 1 3 a 5 7 G 10 12 16 18 20 25 50 100
., O\
Biggest Network Size Allow Hop To: |12 Q—V &U ?\
e O\ \’\6 4 p)
Advanced A\ 0\ v
¥ Identify Device Type @ Q
¥ Add Networks ‘OQ 6’0 %
¥ Add Links (/\ O Q,
¥ Layer2 Structure o) ®\\ Q
¥ PPP Links \\/\’ O ,&
¥ Graph Service Poll Times ‘\@ ?O 0
¥ Graph Link Bit Rate ®CI
[” Add Serviceless 6Q
5
Max Simultaneous: I - l Q/ )
2 1 2 1 5 & 7 B o 1o 1z 16 1s 20 2 50 100 '
-w- Services
-a- Device Types
|Name : -
¥  Bridae
¥ DNS Server
Device Types To Discover: |¥  FTP Server =
¥ HP JetDirect
v IMAP4 Server
¥ Mail Server
¥ MikroTik Device
¥ News Server

19
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The Dude O creando mapa de red

@ Preferences Help

B G 0]

Contents

Sengs|
r
|

BONGRIISTANCGE WIRELESS LINKS -> Www

EE0T

= & Charts
= ups
] Devices
Files
E Functions
] History Actions
B Links
E7 Log
B Mib Modes
+ 8 Network Maps
I Networks
] Notifications
= Panels

3 admin ff10....
£ admin -fF10....

] Probes
H Root

& Services
H Tools

& UTN-FRM - Network Map

[ —

- .
General ‘Pc—lling Outages Appearance Background 6 Ok
X
Name: [UTN-FRM O | cancel
Default Zoom: [100% v =] [ Apply.
N ol
Status: |d0wn > Motes
& ¢
o 6 @ Down - 21
Devices: Q @ up-8
¥ P
¥ Report Scan Status Q 6\6 0/\/
E'EI @ m" aji 'New Discover Info | =] X

|Network

“Ribgr e

AN

S

N

Auto Scan:

10.18.13.0127 _ (Y

SIS
. o’ &
RSB\

0
\\’\/

N

General ‘Sewices Device Types Advanced

Map: | UTN-FRM

Network: {192.168.0.0/24

Agent |defau|t

o J{ome]
=]

Black List |

k

Cancel
Apply
MNotes

Copy

Remove

flelelelils

Device Name Preference: |DNS. SNMP, NETEIOS, IP

(=)

Discovery Mode: @ fast(scan by ping) (" reliable (scan each service)

Scan Interval: 1:{}{]:{]0 - I

1h

T T T T T T T
1= 155 10m 3h 2d 14d 365d

20
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The Dude O dispositivos autodescubiertos

 admin@10.1890.20 - The

. Preferences Help
B[S0 =

n

ANDRDANDWIDTH CONTROL =>

INNEE
s[#=Ie]) ][] % [ setmge | [ Dcover |L-Tous | 4] [~ 2 Loy s =] Zoom: [0 =]
=3 Charts Ry -

B ups @
£ Devices Q |
™ Files ING.ELECT
5 Functions 0fo/0
% B':ENACUQHS LR L2 10.18.13.10
57 Loa
& Mib Nodes
% Hemort Maps % Add Device 10.18.18.13
B Notifcstions ¥+ Add Network 1048 08
% Panels % Add Submap
= Er:ct:tes ¥ Add Static | QO 1018134
&3 Services 4 Add Link . O
H Tools (J\ 10.18.13.14
fz}\
10.18.13.17 10 g 10.18.13.27 $: a3 t‘;g: LC Il LE
f I
Foc: 2.07 kbps
T 2.49 kbps
10.18.13.18 10.18.13.23 10 18.13.28
10 18.13.19 10.18.13.24 \ 10 18.13.29
1n 18.13.20 10 18.13.25 10.18.13.30 A
10 18.13.21 1:: 18.13.26 T L E

Client rx 3.59 kbps [t 140 bps

|Server: 0 bps [ =0 bps

|connected

Z1l
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The Dude ® creando sub-mapas de red

 2dmin@10.18.90.20 -

The Dude 6.40.8

| Preferences || Help |

B8] ]

L
7|

-

EONGIDISTAN

£ History Actions
] Links
£7 Log
£ Mib Nodes
£ Network Maps
£ Networks
£ Motifications
& Panels
£ Probes
= Root
& Services
H Tools

& Add Submap

|

Enter properties of new network map

Name: [ING. SISTEMAS

| Back || Finish ||Cance| |

10.18.13.19

10.18.13.20

10.18.13.21

10.18.13.26

10.18.13.0/27

10.18.13.27 Rec: 4.08 kbps|

Tx: 6.28 kbps

Rx:

T

.93 kbps
2.5 kbps

10.18.13.2

10.18.13.10

10.18.13.13
10.18.13.3

10.18.13.4

10.161314

10.18.13.16

Contents EIEI IT | Settings | | Discaover || ~Tools | IEI o 6 Layer: ||ir1ks _~| Zoom: |1{}{}"f{:;|
=& Chars @V -
= ups Q
= Devices o
Files ING.ELECT
& Functions ofo/o

m

|

Client m2.98 kbps [ tx 141 bps

|Server: x0bps/tx0bps

|c0nnected

22
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The Dude ©® sub-mapa creado

 2dmin@10.18.90.20 - The

Preferences | Help BONGHD ISTANGE VVIR

L LINKS ==

#4][2[ceu| [0 |[ ] [ Seti = ==

Cte@f| - IEIE |T | Settings | | Discover || - Tools | @ (\% Layer: ||ir1ks ;l Zoom: |1D'D“/u;|

i+ B Charts A\ -
& Devices @ i
% Files Q

£ Functions 6
£ History Actions i — 6
= Links ;

7L ofo/0 .
EM?gNodes @6 \®

B Network Maps
£ Networks
£ Notifications
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Libre NMS ‘3¢ info interactiva sobre dispositivo

C:)C L|U[‘ENMS #& Overview £ Devices £ Services S Ports ¥ Health % wireless =5 Apps @ Alerts ‘o e Global Search
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Libre NMS 2 mapa geografico

AT

@ -3 D o Global Search
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FEN
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] [ |
3¢ realizando planilla nueva

Uso Personal

& Overview EE Devices -lﬁ Services

Dashboards test

Dashboard Name test

Sy Ports W@ Health

= aApps 32 Routing (@ Alerts

- « EES <’

Private

Add Widgets Select Widget -

Alerts

Availability map

Component Status

Device summary horizontal

Device summary vertical

Eventlog

External Images

Globe map
Graph
Graylog

Notes

Server Stats
Syslog

Top Devices
Top Interfaces

World map

@6‘?

()
9

(\é\’ob\ O R
GO &l@(ﬁ RuI: 'Hos:tname
\“ ot

q 2019-023-11
17:32:01

2019-03-11
09:36:02

-

200.10.196.2

8.8.44

google.com

B nnvnan s e aimm 10c £ nan 4

Device Summary 4

Total Up Down Ignored Disablec

Devices 61 30 31 0 0
Ports 2395 1510 682 2 129
Services 79 19 10 0 i3

< >

1

Global Search
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FaY
AT A
| FAVATYA [ | mg m Y 4
Libre NMS :::¢ dispositivos por funcion
LT AT
s
# overview =B Devices £ Services S Ports % Health =5 Apps 22 Routing @ Alerts &o & Global Search
== All Devices » Appliance 6
Lists: Basic | !EE Device Groups » Firewall le | Storage | Disk I/O | Poller | Pingo‘&emperature
(@;‘ént %| Remove Search | Remove Header
» Network o v
¢ Geo Locations » Power b ~ -
wt 50  iI=~
| B - » Server 6 ’\’0
assoclations -
Search @ s Anrversions™ | All Platforms = ﬁ/&'a‘ wets = | All Locations = | Networkx =~ | Search Update URL
Reset 222 Manage Groups &’ /\5
Vvendor W Device Dependencies Platform Operatllagyst Q Uptime Location Actions
- Plntg9 6 S =50 4
Add Device 6 Q/
| & t -
Delete Device
I z - XG54600-32 \’\/Zy th t S'mtch 1y 214d 9h 48m 95 Cole-St. Louis =0 4
cole-stl-xgs4 ap 11 >oma @
I bl 185.211.210.1 By 15 ASR- 920 scoI -XE 81d 17h 14m 255  TC2 =0 4
cleee rtr-tc2azo.local 16.8.1b (UNIVERSALKS_NPE) > m @
I i 185.62.242.104 G 18 Hu%él AR160 Huawei VRP 17d 10h 2m 56s RGM-Corso Campano 586 =0 4
HuawE a40168@alidanet o 34 5.160 (V200R00BC20SPC800) > A @
I e 188.213.227.18 B 13 C1117-4P Cisco I05-XE 10d 22h 59m 355  Weegje 1, 3295CT 's-GravendeelN 5 @ 4
crree 128021x758 oo 16.9.1 (UNIVERSALK9_IAS) > @ Q@
I o 200.10.196.21 G 32 RB1100Dx4 Mikrotik Router0S 15d 16h 36m 53s  centro de comunicaciones =0 4
utn-frm &4 6.43.8 (Level 6) oA @
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Libre NMS *{3¢3’ sumando manualmente dispositivo

# Overview =2 Devices £ Services Sy Ports TP Health == Apps 23 Routing @ Alerts &e o] Global Search
== All Devices O@
L 11 = . &
232 Device Groups \dd DEVICe Q’O
¢ Geo Locations (%}

Devices will be checked for Ping/SMNMP reachabilit ef-:%being probed.

[8) MIB associations b@ é}

222 Manage Groups

TSy
* Device Dependencies Hostname S Q 6\ O
= Add Device shme Q/%
M Delete Device SNMP Version ,\/ c ’b E port udp
Port Assocmtl@ ex &

@6&

SNMPv1/2c Configuration

Community Community

[] Force add - No ICMP or SNMP checks performed
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Libre NMS

‘:}(3' sumando manualmente dispositivo

Uso Personal

# overview = Devices £ Services S pPorts I Health & wireless == apps @ Alerts

Hostname

SNMP

SNMP Version

Port Association
Mode

SNMPv1/2c Configuration

29 5

Global Search

5>

ON Q
66

port @6 é}® udp

192.168.1.215

o
PSS

O \J A
Community @d}ubliQ 0 b

\%

B

[] Force add - No ICMP or SNMP checks performed

| Add Device
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Uso Personal

5N
5PN
PATY AT A7

M dispositivo en “power” UPS

== All Devices
Lists: Basic |

@ Geo Locations

S

# overview EP Devices £ Services Gy Ports @ Health & wireless == Apps @) Alerts 6&0 &m L Global Search
» Network
» Power le | Storage | Disk I/O | Poller Gng | Temperature
» Printer bel é; t “| Remove Search | Remove Header
» Server (79)

222 Manage Groups

Search % Device Dependencies
Reset & Add Device
Vendor T Delete Device
I APC 192.168.1.215 S 2
apcdb93ee & 27

) {> )

Q-.é,’b - o so- IE-

DS~ | All Versions = | All Patfcrn@g\ ANPeal ets ~ | All Locations ~ | Powerx ~ | Search | Update URL

O
Platform \Dpe g System Uptime Location Actions
@
MGE Galaxy 3500}@#\ @) /Q Management 307d 6h 53m  Lujan de Cuyo, Mendoza =0 4
956.0718.1 Q\ Module 25 [-33.0387 >om Q@

(9) AQS v6.4.0 / App

Q,%Q v6.4.0

Showing 1 to 1 of 1 entries
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PO
| PN .
Libre NMS :{3‘ INFORMACION SOBRE DISPOSITIVO
7
@& overview EF Devices & Services S Ports %P Health % wireless = Apps @ Alerts &m o] Global Search

N 192.168.1.215 WM " ¢ sty
- . —  Lujan de Cuyo, Mendoza [-33.03876,-68.88084] [YETAPEEEE.| St S )
by Schneider Electric C® Runtime Voltage Current

@ Overview | Graphs Y@ Health S prorts £ Services [Logs @ alerts |l Alert S%ts @Performance [S) Motes L« 2

Z
¥ &

B APC Web/SNMP Management Card (MB:v4.1.0 PF:v6.4.0 Q- %ﬁt ?charge
PN:apc_hw05_aos_640.bin AF1:v6.4.0 AN1:apc_hw05_sumx_640.bin @
MN:AP9631CH HR:05 SN: 5A1703T39689 MD:01/22/2017) (Embedded tt@harqe 100%
PowerNet SNMP Agent SW v2.2 compatible) ‘OQ 6’0 %
*
System Mame apcdb93ee ®(J\ &\6 &&Temperature
Hardware MGE Galaxy 3500 20 kVA 956.0718.1 ‘\/\/ 6’0 e —_— a3°C
Operating System APC Management Module A0S v6.4.t®upp .Do’«
Q\ Port 1 Temp 1 - 1g°C
Serial 051706151682 @cj
Object ID .1.3.6.1.4.1.318.1.2.17 6Q
Contact Unknown Q/ 1’ L
Uptime 307 days, 7h 3m 2s Battery Bus 212V
Location Lujan de Cuyo, Mendoza [-33.03876,-68.88084] Phase 1 Bypass Input —_— 298V
Lat / Lng -33.03876, -68.88084 [ @ Map | —
Phase 1 Input 7 228V
Phase 1 Qutput 219V
A Overall Traffic
Phase 2 Bypass Input ~ ~ 230V
20 k El Phase 2 Input "~ 231V
15 k y Phase 2 Qutput 219V
18 k } ..: Phase 3 Bypass Input = 231v
5k Phase 3 Input - 232V




5N
5PN
PATY AT A7
AT AT AT
\J“\J’

Libre NMS

tMACION SOBRE DISPOSITIVO

Uso Personal

M Overview BB Devices €f Services

NPC 192.168.1.215

Lujan de Cuyo, Mendoza [-33.03876,-68.88084]

% Ports QP Health

S wireless B3 Apps @ Alerts

by Schoelder Electric

Q@ .
GQ/

Q Overview |8 Graphs QP Health Qo pPorts £f Services [Plogs @ Alerts |l Alert S%s %}dormanco
N

gl Q«ent | State | Load

Notes

Health » | Overview | Battery Charge | Temperature | Voltage | Frequency | Runtime re

Battery Charge
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Uso Personal

Fa"

| l:)::\ |

Libre NMS ¢’ capturando datos de disp.

4

@& overview =B Devices £ Services Sp pPorts P Health == Apps 23 Routing @ Alerts &o 3 Global Search ~

&
& 200.10.196.21 >
MlKrOT;k centro de comunicaciones ijQ Hemory Usaae T e

o &

@ Overview |#a Graphs %P Health SpPorts W) Inventory # Services [JBLogs ?‘tjs &Alert Stats ZConfig |#" Performance [Z]Notes [Z)MIB -
Q- .\ééb/\/v @ web

Capture Debug Information S O @ ssH

@ O __Telnet
Discovery Poller SNMP  Alerts 60(766®Q/$ ;E;:e

m |i:'\ \\’\/@ 6’0 3 Capture

SQL[select count(*) as aggregate from ~migrations™ limit 1 [é(}lm

SQL[SELECT version() [] 0.57ms] Q/@Q

Version info:

Commit SHA: 21192a9cf2a3226e1a06bf69e5688242c5903dfa
Commit Date: 1549635449

DB Schema: 2019_01_16_195644_add_vrf_id_and_bgplLocalAs (131)
PHP: 7.0.30-0+debSu1l

MySQL: 10.1.37-MariaDB-0+debSu1l

RRDTool: 1.6.0

SNMP: NET-SMNMP 5.7.3

= ———————————+F -+ -+ == == WEBIi&E!
Updating os_def.cache...

Warning: file_put_contents(/opt/librenms/cache/os_defs.cache): failed to open stream: Permission denied in fopt/librenms/includes/common.php on line 1639




Uso Personal

Fa"
AT A
Libre NMS | |
ibre v3(3’ alerta de disp. acuse recibo (azul)
4
@& Overview =8 Devices £ Services Sp Ports 9P Health == Apps 2@ Routing @ Alerts &o L Global Search

— 200.10.196.21
M,Kro, 'k centro de comunicaciones &Ozmow —

CPU Usage Device Traffic

G,

@ Overview |da Graphs %P Health SpPorts ) Inventory 8 Services [Logs @ Alerts m Alert Stats = Config |a® Performance [Z] Notes [ MIB O~
bQ/ &°
Q | search o s50- iE-

Timestamp Rule ost@h /\/ ACK Notes

I 2019-03-12 15:51:44 Service up/down |@1 @ D

@& overview =2 Devices £ Services S ports @ Health = A p‘)@ /@XJ % Alerts &e o Global Search
N

"\\o’\

0

Q/
— 200.10.196.21 Q
M,Kro, 'k centro de r:c)muni-::ac:ionQ/6

Memory Usage CPU Usage Device Traffic
Q Overview |M Graphs %P Health SpPorts g Inventory £8f Services [Logs @ Alerts |l Alert Stats = Config  |#” Performance  [Z) Notes [ MIB -
Q | search o s0- BB~
Timestamp Rule Hostname ACK Notes

I 2019-03-12 16:28:02 Service up/down 200.10.196.21 ﬂ D
P < - @ Showing 1 to 1 of 1 entries
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planilla de wireless - speed

Uso Personal

s

SHie LibraeMNMNS @ vision general BB Dispositivos  0F Servicios 9 Puertos ¢P Salud S Inals E Aplicaciones ) Alertas

%&ntel a

Welocidad

Dispositivo Sensor

Agrelo S5SID: Agrelo Rx

Agrelo SSID: agrelo Tx
Hac-Ferry SSID: Ferry-H Rx
Hac-Ferry SSID: Ferry-H Tx
Hac-Filtros S5ID: Filtros-Hac Rx
Hac-Filtros SSID: Filtros-Hac Tx
Hac-Museo SSID: PtP-muni-perdriel Rx
Hac-Museo SSID: PtP-muni-perdriel Tx

0

RS

LS
S
<

(\Q.b\@

Piso de ruido

UEncia

LA

(HEGEAE

Limite alto
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Uso Personal

N
FAT A
| FAVATYA
Libre NMS -
\ Y AT
4
&O
,* S
igg;) lerENMS # Overview =5 Devices £ Services Sy Ports P Health & Wireless ﬁ pps @) Alerts ao e Global Search

A Notifications

o D
Alerts GQ/ (J\ By Alert History

il Statistics

G

50~  iE~

Alert Rules

b

Scheduled Maintenance CK Notes

Timestamp Rule ' Q @ Qostname
O 5O

2020-05-19 16:45:12 Sensor under limit - Check Device Health Settf'/(g}\ . b §Q/ PIM

2020-05-08 16:36:07 Devices up/down \/\/ 6@,& 192.168.1.181

*
AN
SO
2020-05-08 15:38:07 Devices up/down (/ 192.168.100.107
2

P R il

Alert Templates
fm Alert Transports

2020-05-08 15:37:06 Devices up/down Q/ 192.168.1.253 O
2020-04-30 14:20:10 Devices up/down 192.168.1.97 O
2020-04-28 21:08:05 Devices up/down 192.168.100.108 O

I N | S
oopogoon
i
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Libre NM Ro3ie

Uso Personal

planilla alertas generales

# overview B Devices 8 Services S Ports @ Health = Apps 33 Routing @ Alerts

Alert rule has been deleted.

#

+ Create new alert rule EEeNEE = Create rule from collection

#260

=

#261

#262

#267

#269

#270

#271

#284

Name

Devices up/down

Device rebooted

BGP Session down

Sensor under limit - Check Device Health Settings

Wireless Sensor over limit

Wireless Sensor under limit

State Sensor Critical

cputime

&
66

*
macros.device_down = 1 OR mac&@te e or_critical =

devices.uptime < 200 ANQnacr Q«'a /\/
bgpPeers. bgpP()Sta &@Wed" AND

macros. dev

sen; @ @< sensors.sensor_limit_low AND

5 .sensdy_alert = 1 AND macros.device_up = 1

Q/ wireless_sensors.sensor_current >=

wireless_sensors.sensor_limit AND

wireless_sensors.sensor_alert = 1 AND macros.device_up =

1

wireless_sensors.sensor_current <=
wireless_sensors.sensor_limit_low AND

wireless_sensors.sensor_alert = 1 AND macros.device_up =

1

macros.state_sensor_critical = 1

processes.cputime <= "70 "

a0 »

Severity Status Extra

critical

critical

critical

critical

critical

critical

critical

warning

Max: -1
Delay: 300
Interval: 300

Max: 1
Delay: 300
Interval: 300

Max: 1
Delay: 300
Interval: 300

Max: -1
Delay: 300
Interval: 300

Max: -1
Delay: 300
Interval: 300

Max: -1
Delay: 300
Interval: 300

Max: -1
Delay: 300
Interval: 300

Max: -1
Delay: 60
Interval: 300

Global Search

Enabled Action

50 |V

@
@
@
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5PN

Libre NMS :333? creando nueva regla de alerta

Alert Rule :: & Docs

Main | Advanced

Rule name: ‘ Bap-prefixes denegados X ‘

O
fmport fom - b@ &
| bgpPeers_chbgp.DeniedPrefixes ~ J,\%g@r eqﬂaY.

Severity: Warning \\/\/ b $®

Max alerts: -1 Q/(/\DEIQ Interval:  5m
Mute alerts: @Q Invert match: OFF

Recovery alerts: m

Map To: ‘I_ % 200.10.196.21 |

Transports: ‘Transporthroup Name

Procedure URL:
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5PN

| PN
Libre NMS &3¢ repositorio para sumar regla de alerta

AT

Alert rule collection

fa n|

Name Rule

Synology NAS has a failed devices.os = "dsm" && sens = "cpuFanStatusState” &&
CPU fan status sensors.sensor_current = Q‘ é&

Synology MNAS has a failed devices.os = "dsm" & s0rs @sor@:e = "systemFanStatusState” &&
fan status Sensors.sensor cur@

F5 appliance has a bad fan  devices.os = "f S@type = "sysChassisFanStatus" &&

S5ensors.sen urr

HPE BladeSystem has a bad dewcesb@ " @q ,g ensors.sensor_type = "hpblmos_fanstate" &&

fan sens@ens rre@ "[3-4]"

Cisco NX-0S device has a e5.05 = 'nxos" && sensors.sensor_type = "cefcFanTrayOperStatus” &8
bad fan sors.sensor_current = "[3-4]1"

Comware Fan Status fail& sensors.sensor_current = "2" &8 sensors.sensor_oid =
".1.2.6.1.4.1.25506.8.35.9.1.1.1.2"

(951 (951 L L (45
@ @ @ @ o
[1°] [1°] [1+] [1+] [1+]
™ ™ (=1 (=1 (=]
- - - - -

Cisco Fan Status failed sensors.sensor_current = "9" &8& sensors.sensor_oid = ".1.2.6.1.4.1.9.9.13.1.4.1.3"

HPE iLo Server Fan sensors.sensor_current ~ "[3-4]" && sensors.sensor_oid =
degraded/failure "1.3.6.1.4.1.232.6.2.6.7.1.9."

(93]
@
[1°]
(=]
-

HP Procurve Fan Fault sensors.sensor_oid = ".1.3.6.1.4.1.11.2.14.11.1.2.6.1.4.1" && sensors.sensor_current Select
= ngn
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FaY
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Libre NMS & casi | |
ibre S ¢4 casilla de mail para aviso de alertas

s

A& overview E£E Devices £ Services Sy Ports P Health == Apps 33 Routing (@ Alerts &o & Global Search
A Notifications

# Transport Name Transport Type Defau E Alert Histo O Action
] + Create alert transport [alll Statistl'%@
#12 Aji mail Yes = Ale gﬂles P

%@ledhl\@Mamtenance
# Transport Group b Ie@geﬁ'nplates nbers Action

LR

Alert Transport :: Docs &

Transport name: TI-MAIL

&
Transport type: Mail %6

Default Alert: ON

Email: ‘ ti@soporte.com

Save Transport
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Tipo de licencia

Instalacion

Sistema Operativo server
Arquitecturas Procesadores
Lenguaje de programacion /Base de
datos

Tamafio imagen

Tamano soft especifico DUDE/LNMS 1,42 MB

Requerimientos de hardware
servidor

Sistema Operativo cliente
Actualizaciones

Incluye App - Android - Iphone
Idioma

Protocolo Http/Https

Presenta Version demo on-line

Soporta Snmp-Trap

Mapa topologia y Conexién

Mapa geografico

Tabla de disponibilidad

Sistema de Autodescubrimiento
Graficos de historizacion de datos
Parametrizacion de variables y
seteos

Snnifer de sondeos
Documentacion y ayuda

Manual-Documentacion
Download

DUDE
Freeware
Complejidad: Simple
RouterOS

=2

Uso Personal

Libre NMS

LIBRE NMS

GNU
Complejidad: media
Linux (Centos,Ubunto)

(MIPSBE,SMIPS,PPC,ARM,X86,MMIPS) (Imag@é‘douds) Todas las soportadas por Linux

Propietario / interna propietaria
25 MB

bQ/

S
e’ O
Q

Especificadas como minimas Q‘ 9
\

é 0 MAC)

Windows (con S|mulad g(Nma
Simple
NO
Ingles
NO
NO

g
o @ P

)

R

sobresaliente (Interactivo - customizable)

NO

NO preestablecido, se puede armar en mapa nuevo

Bueno
Muy bueno +

Muy bueno (facilidad de modificacion)

Muy bueno (acceso por WINBOX-RUTER-OS) - formato

Muy buena

https://wiki.mikrotik.com/wiki/Manual: The_Dude
https://mikrotik.com/download

PHP / Maria (mysql)
1,5GB
Includio en imagen SO

Especificadas como minimas
La mayoria exits. - basado en
(http/https)

Automatica

Si

Ingles (Posibilidad traductor Nav.)
Si

Si

St (Minimo - configurable para
ampliar)

Bueno

Muy bueno

Muy buena

sobresaliente

Muy bueno

Bueno (modificar archivos config)

Muy bueno
Muy buena

https://docs.librenms.org/
https://www.librenms.org/
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ACADEMIAS

CISCO ORACLE SUN
FURUKAWA VMware

AU UTN -
ol Lo ) nan] e Networking
ey *YIE TuaAL cISCO Academy *UTN

FACULTAD REGIOMAL MENDOZA

i
CENTRO REGIONAL DE COMPUTACION Y NEUROINGENIERIA
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